OO011ecTBO ¢ OrPAHUYCHHOM
O0TBETCTBEHHOCTHIO « UHCanaep»

JTOKYMEHTALMS, COJAEPKAIIASI OMMACAHUE
HACTPOIKM CEPBEPA JIJIS1 YCTAHOBKH
MMPOTPAMMUBI JUISI DBM «MHCAWJIEP -
CUCTEMA MOHUTOPHUHT A, KOHTPOJISI 1
KOMILIEKCHOM OLEHKU D®®EKTUBHOCTH
PABOTBI MEPCOHAJIA»



Hacrpoiika cepepa Ha ocHoBe Ubuntu 20.04 agst YcranoBku 1C-
burpukc: YunpasieHue cauiTomM

YcTaHoBKA M HACTpoiika BeO-cepBepa Apache:
1. OtkpoiiTe OKHO TepMHUHAIA.
2. OOHOBHUTE CITUCKH YCTAHOBOYHBIX ITAKETOB JI0 AKTyaJIbHBIX BEPCHIA,
BBITIOJIHUB KOMaH1y: Sudo apt-get update

M~ root@programmist-VirtualBox: /home/programmist

S sudo su
[sudo] naponb ana programmist:
root@programmist-virtualBox: /home/programmist# sudo apt-get update
Mon:1 http://security.ubuntu.com/ubuntu focal-security InRelease [109 kB]
Mon:2 http://security.ubuntu.com/ubuntu focal-security/main amd64 DEP-11 Metadata [24,3 kB]
Mon:3 http://security.ubuntu.com/ubuntu focal-security/universe amd64 DEP-11 Metadata [57,6 kB]
Cyuw:4 http://ru.archive.ubuntu.com/ubuntu focal InRelease
Cyu:5 http://ru.archive.ubuntu.com/ubuntu focal-updates InRelease

Cyw:6 http://ru.archive.ubuntu.com/ubuntu focal-backports InRelease
Nonyyeno 191 kB 3a 31c (6 190 B/s)

YTeHne cnuckos nakeTos.. [oToBO

root@programmist-virtualBox: /home/programmist# l
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3. YcTraHoBHTe TIOCTEAHION BEpPCHIO BeO-cepBepa Apache v TOMOTHUTETHHBIX

MOTyJICH, BBIMOJIHUB KoMaHay: sudo apt install apache2 apache2-utils
Cornacutech ¢ YCTaHOBKO# BeO-cepBepa Apache, oteetus Y (€S).

M~ root@programmist-VirtualBox: /home/programmist

root@programmist-virtualBox: /home/programmist# sudo apt install apache2 apache2-utils
YTeHne CNUCKoB nNakeToB.. LOoTOBO
NocTpoeHne gepesBa 3aBUCUMMOCTEW
YTeHne uHPOpMaUMM O COCTOAHMK.. [OTOBO
ByAyT YCTaHOBAEHH chejywume AONONHUTENbHbIE MNaKeThi:
apache2-bin apache2-data libapri libaprutili libaprutili-dbd-sqlite3 libaprutili-ldap liblua5.2-0
Npeanaraemble NakeThi:
apache2-doc apache2-suexec-pristine | apache2-suexec-custom
Cnepywume HOBBLIE nakeTol 6yAyT yCTaHOBAEHbI:
apache2 apache2-bin apache2-data apache2-utils libapri libaprutili libaprutili-dbd-sqlite3 libaprutili-ldap
libluas.2-0
O6HOBNEHO © NaKeTOB, YCT3AHOBAEHO 9 HOBBIX NAaKeTOB, ANA YA3/NEeHUA OTMe4YeHO O nakeTosB, U 18 nakeTtos He obHoBAEHO.
Heobxoaumo ckayaTb 1 819 kB apxuBoOB.
Nocne nauuoiionepaumuu obfrsy 33HATONO AUCKOBOro NMPOCTPAHCTBA BO3PacTET Ha 7 935 kB.
XoTute npogonxutb? [A/H] vy
sdhttp:l/lcu . archive ubintu.com/ubuntu focal/main amd64 libapri amd64 1.6.5-1ubuntul [91,4 kB]
2 http://ru.archive.ubuntu.com/ubuntu focal/main amd64 libaprutill amd64 1.6.1-4ubuntu2 [84,7 kB]
3 http://ru.archive.ubuntu.com/ubuntu focal/main amd64 libaprutili-dbd-sqlite3 amd64 1.6.1-4ubuntu2 [10,5 kB]
4 http://ru.archive.ubuntu.com/ubuntu focal/main amd64 libaprutili-ldap amd64 1.6.1-4ubuntu2 [8 736 B]
:5 http://ru.archive.ubuntu.com/ubuntu focal/main amd64 liblua5.2-0 amd64 5.2.4-1.1build3 [106 kB]
6 http://ru.archive.ubuntu.com/ubuntu focal-updates/main amd64 apache2-bin amd64 2.4.41-4ubuntu3.1 [1 180 kB]
7 http://ru.archive.ubuntu.com/ubuntu focal-updates/main amd64 apache2-data all 2.4.41-4ubuntu3.1 [158 kB]
8 http://ru.archive.ubuntu.com/ubuntu focal-updates/main amd64 apache2-utils amd64 2.4.41-4ubuntu3.1 [83,8 kB]
:9 http://ru.archive.ubuntu.com/ubuntu focal-updates/main amd64 apache2 amd64 2.4.41-4ubuntu3.1 [95,5 kB]
Mony4yeno 1 819 kB 3a 1c (3 058 kB/s)
Boilbop paHee He BblbpaHHoro naketa libapri:amdé64.
(YTenne 6a3bl AaHHBLIX .. HA [JaHHbIA MOMEHT yCTaHoBAeHO 149553 ¢awna wm kartanora.)
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4. Otkporite koHGUTYpallMOHHBIN ¢aiin apache2.conf niis penakTupoBaHus,
BBITIOJTHUB KOMaHTY

sudo nano /etc/apache2/apache2.conf

~ root@programmist-VirtualBox: /home/programmist

root@programmist-virtualBox: /home/programmist# sudo nano /etc/apache2/apache2.conf

Pucynok 3

™~ root@programmist-VirtualBox: /home/programmist (@] =

GNU nano 4.8 etc/apache2/apache2.conf

g Momoub ge 3anncaTtb @y Mowmck W Boipe3aTtb @® BoipoBHATL @lE Teklo3wuy B% OTmeHa
RS Boixopn ~REETRLETN] Ml 3ameHa WY Paste Text @l Cnosapb o K cTpoke s NosTop
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5. B ¢aiine apache2.conf:

e B koner no6assTe cTpoky ServerName <suemrnuit [P-anpec Be6-
cepBepa>(1iist padoThl Ha JJoKkabHOM [1K MOXXHO MCIIOB30BaTh
localhost).

e CoxpaHHUTe BHECEHHBIC N3MEHEHUS, UCTIOJIb3YSI COUSTAaHUE KITABUIIT

CTRL+O.

e 3aBepUINTE PENAKTUPOBAHUE, UCITOIB3YsI COUYETAHUE KIIABUIII
CTRL+X.




"M root@programmist-VirtualBox: /home/programmist Q = = o x

GNU nano 4.8 etc/apache2/apache2.conf

IncludeOptional conf-enabled/*.conf

IncludeOptional sites-enabled/*.conf

gerverName localhost
]

Be NMomoub @ 3anucaTtb Al Mownck @Y Boipe3aTtb @® BoipoBHATL Qe Texklo3wuy B8 OTmMeHa
@l Buixon M YmnTOann M 3ameHa WY Paste Text @l Cnhosapb Ml K cTpoke K3 NosTop
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6. [ns mpoBepku KOHPUTYpAIUU U TEKYIIEro COCTOsIHUSL BeO-cepBepa Apache
BBITIOJIHUTE KOMAHJTY:
sudo apache2ctl configtest
B cnyuae orcyTcTBUS OIIMOOK 0TOOpA3UTCS CTPOKA:
Syntax OK

1 root@programmist-VirtualBox: /home/programmist

root@programmist-virtualBox: /home/programmist# sudo nano /etc/apache2/apache2.conf
root@programmist-vVirtualBox: /home/programmist# sudo apache2ctl configtest
Syntax—OK

root@programmist-vVirtualBox: /home/programmist# sudo nano /etc/apache2/apache2.conf
root@programmist-virtualBox: /home/programmist# sudo apache2ctl configtest

Syntax OK

root@programmist-vVirtualBox: /home/programmist#
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7. Jlna nmpuMeHeHus U3MEHEHUH Tiepe3arpy3ute Beo-ceprep Apache,
BBIIIOJIHMB KOMAaHAY:
sudo systemctl restart apache2

root@programmist-vVirtualBox: /home/programmist# sudo systemctl restart apache2

Pucynoxk 7



8. ns mpoBepku paboThI BeO-cepBepa 3ammycTuTe Be0-0pay3ep U B aApeCcHON
ctpoke BBeaute [P-anpec Be6G-cepepa.
Ecnu ycranoBka u koHburypupoBanue Bed-cepsepa Apache BbIoIHEHbI

YCIIEIIHO, OTOOPA3UTCA MPUMEPHO cleAyroias 1edoTHas CTpaHuIa Beo-
cepsepa.

© [0 locathost__| - O %

@ Apache2 Ubuntu Default Page

et A 2 ———

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Configuration Overview

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

i /etc/apache2/

i |-- apache2.conf

i ‘-- ports.conf
| -- mods-enabled

o | /-- *.load

i/ ‘-- *.conf

| |-- conf-enabled
/ ‘-- *_conf
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Ycranoska CYB/I MySQL
Yro6s! yctanoBuTh 1 HacTpouth CYBJ[ MySQL:

1. OtkpoiiTe OKHO TepMHHAIIA.
2. Ycranosure cepep CYB/] MySQL, BbIoTHUB KOMaHY:
sudo apt-get install mysql-server
Cornacutech ¢ ycraHoBkoit cepeepa CYBJ] MySQL, otBetus Y (€S).



e root@programmist-VirtualBox: /home/programmist Q

root@programmist-virtualBox: /home/programmist# sudo apt-get install mysql-server

YTEHWE CNWCKOB MaKeToB.. LOTOBO

MocTpoeHne aepeBa 3aBUCUMOCTEW

YTenne uHopMmaumm o cocTosHuKU.. [oTOoBO

ByAyT YyCTaHOBNEHb Cneaywuue AONONHUTE/IbHbE NaKeThl:
libaiol libcgi-fast-perl libcgi-pm-perl libevent-core-2.1-7 libevent-pthreads-2.1-7 libfcgi-perl
libhtml-template-perl libmecab2 mecab-ipadic mecab-ipadic-utf8 mecab-utils mysql-client-8.0
mysql-client-core-8.0 mysql-server-8.0 mysql-server-core-8.0

Npeagnaraembie NakeThbi:
libipc-sharedcache-perl mailx tinyca

Cnepywuyune HOBLIE nakeTsl 6yAyT yCTaHOBAEHbI:
libaiol libcgi-fast-perl libcgi-pm-perl libevent-core-2.1-7 libevent-pthreads-2.1-7 libfcgi-perl
libhtml-template-perl libmecab2 mecab-ipadic mecab-ipadic-utf8 mecab-utils mysql-client-8.0
mysql-client-core-8.0 mysql-server mysql-server-8.0 mysql-server-core-8.0

O6HOBNEHO O NakeToB, YCT3HOBAEHO 16 HOBbLIX MNaKeTOB, ANA YA3NEHMA OTMe4YeHO O NakeToB, M 18 NakeToB He O

6HoBNEHO.

HeobxoamMmo ckadaTb 30,6 MB apxuBOB.

Nocne paHHOW onepaumm o6bEM 33HATOro AMCKOBONrO NPOCTPAHCTBA BO3PAacTET Ha 249 MB.

XoTute npoponxmtb? [A/H] ¥y

Mon:1 http://ru.archive.ubuntu.com/ubuntu focal-updates/main amd64 mysql-client-core-8.0 amd64 8.0.23

-0ubuntu®.20.04.1 [4 215 kB]

Mon:2 http://ru.archive.ubuntu.com/ubuntu focal-updates/main amd64 mysql-client-8.0 amd64 8.0.23-0ubu

ndtcmA AA AA 4 TAn A Ln
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3. Jlnsa BHeceHus u3MeHeHu# B KoHpurypamnuto cepsepa CYBJ[ MySQL
WCMOJIb3YUTE KOMAHAY:
sudo mysqgl_secure_installation

JlanHas KOMaH/Ia 3aIyCKaeT CIICHApUi MOBBIMICHUS 0€30MTaCHOCTH CepBepa
CYBJ MySQL. 15 HacTpoitku 6€301aCHOCTH:

BreauTe mapons aist yueTHOM 3amucu root, KOTOpbIN ObLT 3a7aH B Havasie
yctaHoBku cepeepa CYBJl MySQL.

[Tpu HEOOXOIMMOCTH BBHITIOIHUTE 3aIMyCK IJIarMHa BaJIUIAIUN TTapoJieh

(VALIDATE PASSWORD PLUGIN):

o OtBerbTe Y(€S) A/ BKIIOUCHUS TIATMHA BaJU ALK,
o OtsetrbTe N(0), ecnu Baaumanus naposei He TpeoyeTcs.

Ilpumeuanue

Inacun sanuoayuu naponeti no380.sem NPUMeHAImMs K NAPOIAM YUEMHbIX
sanuceu CYB/ MySQL kpumepuu 6e3onacnocmu. Bce naponu, ne
Y0081emeopaouue OnpedesieHHbIM Kpumepusm 6e30nacHocmu,
NPUSHAIOMCSA He3AUUUEHHBIMU. DMO MOJCem Npueecmu K OuUOKam npu

pabome ¢ NPOCPAMMHBIMU NAKEMAMU, UMEIOWUMU OOCMYN K KOHUSYpayuu
yuemnuwix 3anuceti CYBJ/[ MySQL.

s nnacuna sarudayuu napoeti 00CmMynHo mpu ypoGHsk HA0eHCHOCMU
napoeu:

0 - npocmoii (low) yposenv nadexcnocmu mpebyem ucnoib308ams 8 HapoJie
He meHee 8 OYKe;



1 - cpeonuti (medium) yposensv HadesxcHocmu mpebyem ucnoib308amso 8
napone He meHee 8 CUMBOI08, 00A3AMENbHO BKAIOUAIOWUX YUPDPDI, OVKEbL 8
8epXHEM U HUIICHEM Pe2UCmpax, a makice CneyuaibHole CUMBOIbL,

2 - gblCcOKUlL (Strong) yposeHb HadedcHocmuy mpebyem UCHONb308ams 8
napoie e MeHee 8 CUMB0108, 0053aMeNbHO BKIIOUAIOWUX YUPDbL, OVKEbL 8
BEPXHEM U HUICHEM PeLUucmpax, CneyuaibHble CUMBOIbL, A MAKH#CE
3anpewaem UcnoIb308ams 8 Kauecmee napoJisi pacnpocmpanenHvle cl1o8d,
KOMOopbwle ¢ 8blCOKOU 8EPOSAMHOCHIbIO MO2YM Oblmb NOO0OPAHbL NO CI08APIO.

[Ipn HEOOXOAUMOCTH CMEHUTE TEKYIIUNA MapOJIb YYETHOM 3amucu root:

o OrtBerbre Y(€S) M5 CMEHBI TEKYIIETO MaPOJIS.
o Ortsetbre N(0), eciiu cMeHa napoist He TpeOyeTcsl.

[To ymosuaHHIO TAPOJIb HE 33J1aH. PEKOMEHTyEeTCSsl UCTIOIb30BaTh HAJIEKHbBIN
apoJib.

Brumanue

Ilonv3zo6amens root 6 dannom cayuae omuocumcs uckmoyumenvuio k CYB/]
MySQL u ne sienaemca yuemnotui 3anucvro OC Ubuntu.

1 root@programmist-VirtualBox: /home/programmist

Please enter © = LOW, 1 = MEDIUM and 2 = STRONG: ~Z
[1]+ OcTtaHoBneH sudo mysql_secure_installation
root@programmist-virtualBox: /home/programmist# sudo mysql_secure_installation

Securing the MySQL server deployment.

Connecting to MySQL using a blank password.

The 'validate_password' component is installed on the server.
The subsequent steps will run with the existing configuration
OT the componéent.

Please set the password for root here.

New password:
Re-enter new password:

Estimated strength of the password: 25
Do you wish to continue with the password provided?(Press y|Y for Yes, any other key for No) : y
By default, a MySQL installation has an anonymous user,

allowing anyone to log into MySQL without having to have

a user account created for them. This is intended only for

testing, and to make the installation go a bit smoother.
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[Tpr HE0OXOUMOCTH YaaIUTe aHOHUMHBIE (ANONYMOUS) yUeTHBIC 3aIHCH,
KOTOpbIe co3aatoTcs npu ycranoBke CYBJl MySQL.:

o OtBetbTe Y (€S) I yIajaeHUss aHOHUMHBIX YYETHBIX 3aIHCei.
o OtBerbTe N(0), €ciu y1ajieHne aHOHUMHBIX YUETHBIX 3aIlliCcei He
Tpedyercs.



JlaHHBIE yYETHBIE 3alIMCH NPEIHA3HAYEHBI TOJIBKO I TecTupoBanus b/l u B
OOJBIIMHCTBE CIIy4aeB MOTYT OBITh y/1aJI€HBI.

Mm root@programmist-VirtualBox: /home/programmist

New password:
Re-enter new password:

Estimated strength of the password: 25

Do you wish to continue with the password provided?(Press y|Y for Yes, any other key for No)
By default, a MysSQL installation has an anonymous user,

allowing anyone to log into MySQL without having to have

@ user account created for them. This is intended only for

testing, and to make the installation go a bit smoother.

You should remove them before moving into a production

environment.

Remove anonymous users? (Press y|Y for Yes, any other key for No)
sSKipping.
Normally, root should only be allowed to connect from

'localhost'. This ensures that someone cannot guess at
the root password from the network.
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[Tpu HeoOxoauMocTH 3anperute yaaieHHslid qoctyn k CYB/] MySQL nns
YYETHOM 3aIHCH TOoot:

o OtBerbTe Y(€S) A1l OTKIIOUEHUSI BO3MOXKHOCTH YAAJICHHOTO
JOCTYyTA.
o OtBerbre N(0) As paspeleHust yIaJeHHOTO JOCTYIIA.

1 root@programmist-VirtualBox: /home/programmist
environment.
Remove anonymous users? (Press y|Y for Yes, any other key for No)
skipping.
Normally, root should only be allowed to connect from

'localhost'. This ensures that someone cannot guess at
the root password from the network.

Disallow root login remotely? (Press y|Y for Yes, any other key for No)

skipping.
By default, MySQL comes with a database named 'test' that
anyone can access. This is also intended only for testing,
and should be removed before moving into a production
environment.

Remove test database and access to it? (Press y|Y for Yes, any other key for No)
Dropping test database...
success.
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[Tpu HeoOX0UMOCTH yaanuTe TeCToBYIO 0a3y (Test):

o OrtBetbre Y(€S) s ynanenus 6a3br Test.



o OtserbTe N(0), eciu ynanenue 6a3bl Test He TpeOyeTcs.

Jlannas 6a3a coznaercst npu yctaHoBke cepepa CYBJl MySQL u
IpeJIHa3HaYeHa JJis TECTUpPOBaHMs. Y najeHue 0as3pl Test He BIMsSeT Ha
paboTy CUCTEMBI.

root@programmist-VirtualBox: /home/programmist

. skipping.
By default, MySQL comes with a database named 'test' that
anyone can access. This is also intended only for testing,
and should be removed before moving into a production
environment.

Remove test database and access to it? (Press y|Y for Yes, any other key for No) :
- Dropping test database...
Success.

- Removing privileges on test database...
Success.

Reloading the privilege tables will ensure that all changes
made so far will take effect immediately.

Reload privilege tables now? (Press y|Y for Yes, any other key for No) :
. skipping.

All done!
root@programmist-virtualBox: /home/programmist# l
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B otBeT Ha 3anpoc Ha BHeceHue u3menennii B CYB/] MySQL u
nepe3arpy3ky NpUuBMWIETHH T0CTyNa K TabauIam:

o OtBerbte Y(€S) M1 BHECEHUS H3MEHEHHUH U TIepe3arpy3Ku.
o OtBerbTe N(0), €CTM BHECEHUE U3MEHEHUM U Mepe3arpy3Ka He
TpeOyroTCs.

root@programmist-VirtualBox: /home/programmist

. skipping.
By default, MySQL comes with a database named 'test' that
anyone can access. This is also intended only for testing,
and should be removed before moving into a production
environment.

Remove test database and access to it? (Press y|Y for Yes, any other key for No) :
- Dropping test database...
Success.

- Removing privileges on test database...
Success.

Reloading the privilege tables will ensure that all changes
made so far will take effect immediately.

Reload privilege tables now? (Press y|Y for Yes, any other key for No) :

. skipping.
All done!
root@programmist-vVirtualBox: /home/programmist# I
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YcranoBka PHP u gonmoiHUTEIBLHBIX TIAKETOB
Uto0b1 ycTanoBUTH PHP 1 nonosiHuTEIbHBIEC TAKETHI:

1. OtkpoiiTe OKHO TepMHUHAIA.

2. Jlnsa ycranoBku PHP coBMecTHO ¢ 1OMOTHUTENBHBIMY MTaKeTaMU
WCTIOJIb3YHUTE KOMAHIY:
sudo apt-get install php libapache2-mod-php php-cli php-intl php-
mysql php-curl php-gd php-soap php-xml php-zip php-readline php-
opcache php-json

YroObI BEITIOHATE YCTAHOBKY, OTBETHTE Y (€S).

<1 root@programmist-VirtualBox: /home/programmist
Success.

Reloading the privilege tables will ensure that all changes
made so far will take effect immediately.

Reload privilege tables now? (Press y|Y for Yes, any other key for No) : n
. skipping.

All_done!
root@programmist-virtualBox: /home/programmist# sudo apt-get install php libapache2-mod-php php-cli ph

p-intl php-mysql php-curl php-gd php-soap php-xml php-zip php-readline
YTeHne CnNMCKOB NakeToB.. [oToBO

MocTpoeHne aepeBa 3aBUCHMMOCTEN

YTeHne MHPoOpMaUMM O COCTOAHMMK.. [O0TOBO

E: HeBo3moxHO HanTu naket php-opache

E: HeBO3MOXHO HawmTu naket php-ssjson

root@programmist-virtualBox: /home/programmist# sudo apt-get install php-opcache php-ssjson
YTeHuMe cnMcKos nakeTos.. [oToBO

NocTpoeHne aepeBa 3aBMCUMMOCTEN

YTenune uHpopmaumm o cocTtosHuu.. [oTOBO

3ameTbTe, BMmecTo «php-opcache» sbibupaerca «php7.4-opcache»

E: HeBO3MOXHO HamTum naket php-ssjson

root@programmist-virtualBox: /home/programmist# sudo apt-get install php-json
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3. YO6emutech, uto BeO-cepBep Apache koppekTHO oToOpaxaeT ckpuntel PHP.
Jitst aToro:
o Cospaiite daiin info.php, BeImoHUB KOMaHY:
sudo nano /var/www/html/info.php
o B ¢aiin info.php nomectute TeKCT:
<?php
phpinfo();
>
o CoxpaHute U3MEHEeHHUs, UCTob3ys couetanue kinapum CTRL+O.
o 3aBepuINTe peIaKTUPOBAHHUE, UCIIOJIB3YSl COUETAaHUE KIIaBHIL

CTRL+X.



root@programmist-V alBox: /home/programmist
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o B anpecHoii ctpoke 6paysepa k azmpecy BeO-cepBepa 100aBbTe
CTPOKY:
o linfo.php (localhost/info.php).

B PE3YIbTATC, JOJIZKHA 0T06paBI/ITC}I ciacayromasa CTpaHuia:

) Be6-Gpaysep Firefox v despana 11:31

Apache2 Ubuntu Default PHP 7.4.3 - phpinfo()

<« Cc @ © O localhost - @ W ¥ Iin @ @

PHP Version 7.4.3 php

System [ Linux programmist-VirtualBox 5.8.0-43-generic #49~20.04.1-Ubuntu SMP Fri Feb 5 09:57:56 UTC
2021 x86_64

Build Date | oct 6 2020 15:47:56

Server API | Apache 2.0 Handler

Virtual Directory Support | disabled

Configuration File (php.ini) Path | 7etc/phpr7.4/apache2

Loaded Configuration File | 7etc/phpr7.4/apache2/php.ini

Scan this dir for additional .ini files | 7etc/phpr7.4/apache2/cont.d

Additional .ini files parsed >/erc/php/7 4/apache2/conf.d/10-mysqind.ini, /etc/php/7.4/apache2/conf.d/10-opcache.ini, /etc/php

/7.4/apache2/conf.d/10-pdo.ini, /etc/php/7.4/apache2/conf.d/15-xml.ini, fetc/php/7.4/apache2/conf.d
/20-calendar.ini, /etc/php/7.4/apache2/conf.d/20-ctype.ini, /etc/php/7.4/apache2/conf.d/20-curl.ini,
fetc/php/7.4/apache2/conf.d/20-dom.ini. /etc/php/7.4/apache2/conf.d/20-exif.ini. /etc/php
17.4/apache2/conf.d/20-ffi.ini, /etc/php/7.4/apache2/conf.d/20-fileinfo.ini, /etc/php/7.4/apache2/conf.d
/20-ftp.ini, /etc/php/7.4/apache2/conf.d/20-gd.ini, /etc/php/7.4/apache2/conf.d/20-gettext.ini, /etc/php
17.4/apache2/conf.d/20-iconv.ini, /etc/php/7.4/apache2/conf.d/20-intl.ini, /etc/php/7.4/apache2/conf.d
/20-json.ini. /etc/php/7.4/apache2/conf.d/20-mysqli.ini, /etc/php/7.4/apache2/conf.d/20-pdo_mysqLini,
fetc/php/7.4/apache2/conf.d/20-phar.ini, /etc/php/7.4/apache2/conf.d/20-posix.ini, /etc/php
/7.4/apache2/conf.d/20-readline.ini, fetc/php/7.4/apache2/conf.d/20-shmop.ini, /etc/php/7.4/apache2
/conf.d/20-simplexml.ini. /etc/php/7.4/apache2/conf.d/20-s0ap.ini, /etc/php/7.4/apache2/conf.d/20-
sockets.ini, /etc/php/7.4/apache2/conf.d/20-sysvmsag.ini. /etc/php/7.4/apache2/conf.d/20-sysvsem.ini,
fetc/php/7.4/apache2/conf.d/20-sysvshm.ini, /etc/php/7.4/apache2/conf.d/20-tokenizer.ini, /etc/php
/7.4/apache2/conf.d/20-xmlireader.ini, /etc/php/7.4/apache2/conf.d/20-xmiwriter.ini, /etc/php
17.4/apache2/conf.d/20-xsl.ini, /etc/php/7.4/apache2/conf.d/20-zip.ini

PHP API 20190902

PHP Extension | 20190902

Zend Extension | 320190902

Zend Extension Build API320190902,NTS
PHP Extension Build API20190902,NTS
Debug Build no

Thread Safety | disabled

Zend Signal Handling |‘enabled

Zend Memory Manager enabled

Pucynok 16
Ykaxkure npasa Ha 10cTyn K gaaam:
JI71 5TOTO B TEpMUHAJIE BBEJIUTE CICAYIOLIYIO KOMaHIY:
cd /variwww/
3aTeM CIIeAYIONIyI0 KOMaHY:
chown —R www-data:www-data html

root@programmist-vVirtualBox:~# cd /var/www/

root@programmist-VirtualBox: /var/www# chown -R www-data:www-data html

Pucynok 17

Tak e yKaxure KOMaHay:



chmod -R 775 /var/www/html

B ¢aiisie php.ini u3aMeHuTe 3HAYEHUS IAPAMETPOB, 0TBEYAIOIINX 32
KoppekTHYI0 padory 1C-butpukc: YnpasieHue caiTom.

Il bvicmpoeo noucka napamempos 8 aiiie ucnov3yime couemanue Kiasuul
CTRL+W.

« Ortkpoiite ¢aitn php.ini aus peaakTHPOBaHUS, BBITIOJTHUB KOMaHTY:
sudo nano /etc/php/7.4/apache2/php.ini

[Ipu pepakTHpOBaHUM MPOBEPHTE YTOOBI BHAUAJIE CTPOK, C KOTOPHIMH BBI
paboTaeTe He ObUIO TOUYKH C 3aISITON, HAUYE OHU CUUTAIOTCS
3aKKOMEHTHUPOBAHHBIMA U HTHOPUPYIOTCS CUCTEMOM.

™~ root@programmist-VirtualBox: /etc/php/7.4/apache2 (@]

; <? and ?> tags as PHP source which should be processed as such. It is

; generally recommended that <?php and ?> should be used and that this feature
; should be disabled, as enabling it may result in issues when generating XML

; documents, however this remains supported for backward compatibility reasons.
; Note that this directive does not control the <?= shorthand tag, which can be
; used regardless of this directive.

; Default Value: On

; Development Value: Off

; Production Vvalue: Off

; http://php.net/short-open-tag

short_open_tag = On

; The number of significant digits displayed in floating point numbers.
; http://php.net/precision
precision = 14

; Output buffering is a mechanism for controlling how much output data

; (excluding headers and cookies) PHP should keep internally before pushing that
; data to the client. If your application's output exceeds this setting, PHP

; will send that data in chunks of roughly the size you specify.

a® Nomoub ale 3anncate @Y Nouck gy Boipe3aTe @B BuipoBHATHL MlE Tekllo3suy
s Boixon My HUnuTtOann Ml 3aMeHa MY Paste Textigl Cnosapb M K cTpoke
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« Jlns mapamerpa short_open_tag ykaxute 3HaueHnue On:
short_open_tag = On



= root@programmist-VirtualBox: /home/programmist

GNU nano 4.8 etc/php/7.4/apache2/php.ini N3MeHEH
generally recommended that <?php and ?> should be used and that this feature
should be disabled, as enabling it may result in issues when generating XML

; documents, however this remains supported for backward compatibility reasons.
Note that this directive does not control the <?= shorthand tag, which can be
used regardless of this directive.

Default Value: On

Development Value: Off

Production Value: Off

htto://php.net/short-open-tag

short_open_tag = On

N
s
s
H
s
s
B
B

; The number of significant digits displayed in floating point numbers.
; http://php.net/precision
precision = 14

; Output buffering is a mechanism for controlling how much output data
(excluding headers and cookies) PHP should keep internally before pushing that

; data to the client. If your application's output exceeds this setting, PHP

; will send that data in chunks of roughly the size you specify.

@y Bboipe3aTb @# BoipoBHATL @l Texklosuy NV OTMeHa
Aulls - Te AT 83 -
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« Ilapamerp mbstring.func_overload momkeH ObITh 3aKKOMEHTHPOBAH.
;mbstring.func_overload

~ root@programmist-VirtualBox: Jetc/php/7.4/apache2

GNU nano 4.8 php.ini
;mbstring.substitute_character = none

overload(replace) single byte functions by mbstring functions.
mail(), ereg(), etc are overloaded by mb_send mail(), mb_ereg(),
etc. Possible values are 0,1,2,4 or combination of them.
For example, 7 for overload everything.
©: No overload
1: Overload mail() function
2: Overload str*() functions
4: Overload ereg*() functions
; http://php.net/mbstring. func-overload
;mbstring. func_overload

; enable strict encoding detection.
; Default: Off
;smbstring.strict_detection = On

This directive specifies the regex pattern of content types for which mb_outpH
is activated.
Default: mbstring.http_output_conv_mimetype=~(text/|application/xhtml\+xml)

al® Momoub ae 3anucaTtb WY Boipe3aTh @M BuipoBHATL @M Tekllo3wuy
Ay YntOann By 3ameHa WY Paste Text@gml Cnosa
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« Jlns napamerpa opcache.revalidate freq ykaxure 3nauenue O:
opcache.revalidate freq=0




M root@programmist-VirtualBox: /home/programmist

GNU nano 4.8 etc/php/7.4/apache2/php.ini U3MEeHEH
;opcache.use_cwd=1

; When disabled, you must reset the OPcache manually or restart the
; webserver for changes to the filesystem to take effect.
;opcache.validate_timestamps=1

; How often (in seconds) to check file timestamps for changes to the shared
; memory storage allocation. ("1" means validate once per second, but only
s—oncc—peT +—"8"means always validate)

;opcache.revalidate_freq=0

; Enables or disables file search in include_path optimization
;opcache.revalidate_path=0

; If disabled, all PHPDoc comments are dropped from the code to reduce the
; size of the optimized code.
;opcache.save_comments=1

; Allow file existence override (file_exists, etc.) performance feature.
§¢f Momoub @® 3anucaTb @i Monck @y Buipe3aTb g8 BoiposHATHL @ld Texklo3suy ¥ OTmeHa
@l Boixoa By YmTOann M\ 3ameHa Wt Paste Text @] Cnhosapb W K cTpoke s NosTop
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« Jlns mapamerpa date.timezone ykaxwure 3nadenue Europe/Moscow:
date.timezone = Europe/Moscow

root@programmist-VirtualBox: /home/programmist

U3MEeHEH

; Whether the CLI web server uses ANSI color coding in its terminal output.
cli_server.color = On

; Defines the default timezone used by the date functions
s iTctpT//phpoet/daterttmezone
;date.timezone = Europe/Moskowl

; http://php.net/date.default-latitude
;date.default_latitude = 31.7667

; http://php.net/date.default-longitude
;date.default_longitude = 35.2333

NMonck 3aBEPHYT
;¢ nomoub B 3anucate "K"J BupoBHATL [N8 TekMNosuy [UMY OTMeHa
@ Boixon B Yntdann Bl 3ameHa @Y Paste Text @l Cnosapb
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e Jlist mapamerpa memory_limit ykaxwure 512M:

memory_limit = 512 M;




+1 root@programmist-VirtualBox: /etc/php/7.4/apache2 Q

GNU nano 4.8 php.ini

Maximum input variable nesting level
; http://php.net/max-input-nesting-level
smax_1input_nesting_level = 64

; How many GET/POST/COOKIE input variables may be accepted
smax_1input_vars = 100000
; Maximum amount of memory a script may consume (128MB)

memory_limit = 512M

3333333333333 3333333333333353>

Error handling and logging

This directive informs PHP of which errors, warnings and notices you would liE
it to take action for. The recommended way of setting values for this
directive is through the use of the error level constants and bitwise
operators. The error level constants are below here for convenience as well as

al® 3anncaTtb @l Boipe3aThb @ BbipOBHATHL M@ Tekllo3ny
sy YntOann A\ 3ameHa
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e Jlns mapameTpa max_input vars Tak ke yKakute 3HaueHue 512M
max_input_vars = 512M

root@programmist-VirtualBox: fetc/php/7.4/apache2 Q
GNU nano 4.8
Maximum input variable nesting level

; http://php.net/max-input-nesting-level
;max_1input_nesting_level = 64

How-many input variables may be accepted
max_input_vars = 100000

’

Maximum amount of memory a script may consume (128MB)
http://php.net/memory-limit
emory_limit = 512M

This directive informs PHP of which errors, warnings and notices you would ltH

it to take action for. The recommended way of setting values for this

directive is through the use of the error level constants and bitwise

operators. The error level constants are below here for convenience as well as
NMomnck

¥ NMomoub 3annucaTeb Nownck e Buipe3saTtb BopoOBHATL TexNoswny
A A A

i "UnTOann 3amena B Paste Textigyl Cnosaps K cTpoke
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e Jlnsa mapamerpa POSt_max_size ykakute 3HaucHHe 256 M
post_max_size = 256M




~ root@programmist-VirtualBox: /etc/php/7.4/apache2 Q

GNU nano 4.8 php.ini
; and $S_FILES to always be empty; the only way you will be able to read the
; POST data will be through the php://input stream wrapper. This can be useful
; to proxy requests or to process the POST data in a memory efficient fashion.
; http://php.net/enable-post-data-reading
;enable_post_data_reading = Off

Maximum size of POST data that PHP will accept.

Its value may be © to disable the limit. It is ignored if POST data reading
is disabled through enable_post_data_reading.

;-hittn: //oho net/post-max-size

Host_max_size = 256M

s
s

’

; Automatically add files before PHP document.
; http://php.net/auto-prepend-file
auto_prepend_file =

; Automatically add files after PHP document.
; http://php.net/auto-append-file
auto_append_file =

NMomoub e 3anucatb @l MNMonck Boipe3aThb BbIPOBHATH TeklMo3ny
@y Boixopn gy YmtOann 2l 3ameHa aY Paste Textigll CnosBapb A K cTpoke
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o Jlns 3nauenus upload_max_filesize raxxe 256 M
upload_max_filesize = 256M

"M root@programmist-VirtualBox: /etc/php/7.4/apache2

GNU nano 4.8 php.ini
; http://php.net/file-uploads
file_uploads = On

; Temporary directory for HTTP uploaded files (will use system default if not
; specified).

; http://php.net/upload-tmp-dir

supload_tmp_dir =

Maximum allowed size for uploaded files.
hfrp' '/'/php net /unload-max-filesize

»

!pload_max_filesize = 256M

; Maximum number of files that can be uploaded via a single request
max_file_uploads 20

Whether to allow the treatment of URLs (like http:// or ftp://) as files.
NMONCK 3aBEPHYT
NCK

g MNomoub g 3anucatb @Y Mo WY Boipe3aTe @Bl BbipOoBHATHL M@ Tekllo3uy
@ Buixop M YUnTtOann M\ 3ameHa MY Paste Textigl] Cnhosapb Ml K cTpoke
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s

e Jlns mapameTpa max execution time ycrtaHoBute 3HaueHue 600:
max_execution_time = 600



~ root@programmist-VirtualBox: /etc/php/7.4/apache2 Q

GNU nano 4.8 php.ini
; (e.g. by adding its signature to the Web server header). It is no security
; threat in any way, but it makes it possible to determine whether you use PHP
; on your server or not.
; http://php.net/expose-php

; Maximum Execution time of each script, in seconds

; http://php.net/max-execution-time

; Note: This directive is hardcoded to © for the CLI SAPI
max_execution_time = 600

Maximum amount of time each script may spend parsing request data. It's a good
idea to limit this time on productions servers in order to eliminate unexpect!
long running scripts.

Note: This directive is hardcoded to -1 for the CLI SAPI

Default value: -1 (Unlimited)

W 3anucaTtb @l Boipe3aTb @B BoipoBHATL WE Teklo3suy
B YnTOann M\ 3ameHa MY Paste Textigl Cnosapb
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CoxpaHuTe u3MEeHEHNs, CTob3ys coderanne kinapumr CTRL+O, u 3aBepmmte
peaaKTHpPOBaHUE, UCTIONIB3Ys codeTanue kiaBum CTRL+X.

JlomoHuTeAIbHBbIE MakeThl PHP

YcranoBute nonoJHUTENbHbIEC TakeThl PHP, BoImoOTHUB KOMaHay:
sudo apt-get install php-common php-mbstring php-xmlrpc -y

M~ root@programmist-VirtualBox: /home/programmist
HacTtpausaetca nakeT libapache2-mod-php7.4 (7.4.3-4ubuntu2.4) ..

Creating config file /etc/php/7.4/apache2/php.ini with new version
Module mpm_event disabled.

Enabling module mpm_prefork.

apache2_switch_mpm Switch to prefork

apache2_1invoke: Enable module php7.4

HacTtpausaetca naket php7.4 (7.4.3-4ubuntu2.4) ..

HacTtpamsBaeTca nakeT libapache2-mod-php (2:7.4+75) ..

HacTtpausaetca nakeTt php (2:7.4+75) ..

O6pabaTtwBawTca Tpurreps ana man-db (2.9.1-1)

O6pabaTtwBawTca Tpurrepsl ana libc-bin (2.31-0ubuntu9.2) ..

O6bpabatwBawTtca Tpurrepsl ana php7.4-cli (7.4.3-4ubuntu2.4)

O6bpabaTtwBawTca Tpurrepsl ana libapache2-mod-php7.4 (7.4.3-4ubuntu2.4) ..
root@programmist-virtualBox: /home/programmist# sudo nano /var/www/html/info

totelaba i
fetelphp/

2
4,2
pt-get install php string php-xmlrpc -y
ToTUBU
MocTpoexHne aepeBa 3aBUCUMMOCTEN
YTeHne mHPopMauum o cocTosHMM.. [OTOBO
Yxe ycTtaHosneH naket php-common camon HosBoW Bepcum (2:75).
php-common nomeyeH KakK YCTaHOB/IEHHbI BPYYHYI.
ByAyT YCTaHOBAEHH Creayluue AONONHUTE/IbHbIE NaKeThi:
1ibonig5 libxmlrpc-epi® php7.4-mbstring php7.4-xmlrpc
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Kondurypanuonnsrii gaiin bitrix.conf

CospaiiTe KOHPHUTYpalMOHHBIH (aitn bitrix.conf, BeImoMHUB KOMaHY:
sudo nano /etc/apache2/sites-available/bitrix.conf

B aToT daiin no6aBeTe ciieayomue CTPOKH:

<VirtualHost *:80>

DocumentRoot /var/www/html/

ServerName <uemuuii IP-agpec Bamero Be6-ceppepa>(localhost)
<Directory /var/www/html/>

AllowOverride All

</Directory>

</VirtualHost>

I~ root@programmist-VirtualBox: /home/programmist Q

GNU nano 4.8 etc/apache2/sites-available/bitrix.conf
BVirtualHost *:80>
DocumentRoot /var/www/html/
ServerName localhost
<Directory /var/www/html/>
AllowOverride All
</Directory>
</VirtualHost>

e MomMoub @ 3anumcaTtb Al MNonck Ml Bbipe3aThb @ BbIpOBHATH
@l Bboixon B 4YnTtdann Bl 3ameHa MY Paste Text @l Chosapb
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Coxpanute n3MeHeHus1, ucnoib3ys couetanue kinasuml CTRLAO, u 3aBepiiure
pellaKkTUpOBaHue, UCMOJIb3ys coueTanue kinaBuim CTRL+X.

Otxrounte caitT mo ymomdanuio 000-default.conf, BeimonauB koMany:
sudo a2dissite 000-default.conf

[TonkmrounTe HOBBI BUPTYaIbHBIA XOCT, BBITIOJHUB KOMaHAYy:

sudo a2ensite bitrix.conf

[Moaxmrounte Moaysb Apache rewrite, BEITIOTHUB KOMaHY:



sudo a2enmod rewrite
[lepesarpy3ute BeO-cepBep Apache, BHIMOIHUB KOMaHY:

sudo systemctl reload apache2

M~ root@programmist-VirtualBox: /home/programmist

KomaHaa «a2issite» He HawgeHa. BO3MOXHO, Bbl MMENUM B BuAay:
command 'a2dissite' from deb apache2 (2.4.41-4ubuntu3.1)
Try: apt install <deb name>

root@programmist-virtualBox: /home/programmist# a2dissite 000-default.conf
Site 000-default disabled.
To activate the new configuration, you need to run:

systemctl reload apache2
root@programmist-virtualBox: /home/programmist# a2ensite bitrix.conf
Enabling site bitrix.
To activate the new configuration, you need to run:

systemctl reload apache2
root@rogrammist-vVirtualBox: /home/programmist# a2enmod rewrite
Enabling module rewrite.
To activate the new configuration, you need to run:

systemctl restart apache2
root@programmist-virtualBox: /home/programmist# sudo systemctl restart apache2
root@programmist-VirtualBox: /home/programmist# nano /etc/apacheZ/sites-availabl
e/bitrix.conf

rammist-vVirtualBox:
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Co3nanue 0236l JAHHBLIX M MOJH30BaTEJIA.

co3ziaiite HOBYIO 0a3y aaHHbIX 1Jis1 1 C-butpukc: YnpasieHue cailToMm, HCIOJIb3Ys
KOMaHJY:

CREATE DATABASE umsi_6a3mbl;
Hanpumep: CREATE DATABASE bitrixdb;

Co3znaiite moJib30BaTels ¢ IpaBaMHU MOJHOTO JOCTYTa K CO3JaHHOM 0a3e JaHHBIX U
HAa3HAYbTE €MY MapOJib, UCHOJIb3YsI KOMAHY:

GRANT ALL PRIVILEGES ON umsa_6a3bl.* TO
uMs_nouab3oBateasa@localhost;

Hanpumep: GRANT ALL PRIVILEGES ON bitrixdb.* TO
btuser@localhost;

aKTyaIM3UPYyUTE MPEAOCTABIICHUE TPUBUJIETHI K TabIuIIaM 0a3bl TaHHBIX,
BBITIOJIHUB KOMaH/1y:

FLUSH PRIVILEGES;



